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INTRODUCTION

Thié study h§s~a twoféld purpoge; The first 1is to»preaent‘an
overview of the large scale computers installed at DOD end AEC facilities.
Many of these computers are operdted under various types of'seéurity’ .
requirements and have operating systems designed to resist‘unauthorized
" use or chtrol. " The secon& ﬁurggse of this study is to supply as many
facts asvpogsible about the operating systems that predomihate a@ DOD
and AEC instaliations, with épecial reference to those aspects that
~ particularly bear on operating system security. It can be seen from
Table 1, & census of computers and their iocations; that canputera. |
at DOD and AEC installations mainly come from four main sources: IBM,
‘Univac, Control Data Corporation, and Honeywell‘Iﬂformation Systems.

In Tableé 2y 3, and h_oﬁerating systems of fhese fouf_manufactﬁrers

"are broken down and listed so that their characteristica can be compared.
Specifically, the following four operating aystems vill be loohed at

in detail:

a. IBM's OS/MVT for the 360/370 series

b Honeywell GCOS III

c. UNIVAC EXEC-8 _

d. Control Date Corporation's SCOPE 3.l

In Table 2 the basic parameters of these operating éysteme such
‘a8 word length, size, SYSGEN times, etc. are listed and, where applicable,
their derivation is explained. | |

Table 3 1ists.operat1ng system characteristics of a more détailed
ndthre. In this table, however, the charactéristics are not only
lstcd but are also explained or»definedland basic differences ﬁetween thém

are prosentod,



Tnble b tompnren the complete rnnge of IBM supcrvicor cnlln (cve's)
with the ecquivnlent opernting nyntém featuren of Honeywell, UNIVAC,

~and CDC. Bupervisor ¢alls are particularly significant from the point

1

| of view of operating system securlty because they are one of the most

. ‘ ) -
" logical areas from which qttempts to gain control of the system can

.be mage.



TABLE 1. Cen:un of Iarge Seale
Computer Systemo abt DOD and AEC Facilitles

Computer - Number at | Number ot

System : DOD Facilities AEC Facilities
IBM 360/50 61 6 |
1BM 360/65 ~4o 6
IBM 360/67 17 0o
IBM 360/75 u 3
IBM 360/85 2 -0
N IBM 360/91 "‘2_ L2
IBM 360/95 2 o
UJIVAC 1108 39 "1
;DC 6000 series . 8. .,20 
‘cDc 7600 0 © 6
Hdneywell 600 series i .; 0'
XDS Sigma T o 6 3
DEC PDP-10 - 0 - 1

Note: For purposes of this listing,a large scale computer is defined
as being roughly equivalent to or 1argnr than an IDM' 360/50 in t@rma

of speed, computing powver, throughput, ote,



t TABLE 2. Con—xparison' of ﬁasic Operating System Pe.ra.metérs

serating Word Instruction Size of Size of Size of ., SYSGEx
~ . Resident Basic Total dage L/
Systen Length Length (OF] ' 0s 0s- Start
IBY S 2,4 or 6 | 1503-200K 5 Million 15-30
32 Bits I ) HA 32-Bit
CS-MVT Bytes Bytes Words Minutes
_Eoneywell R _ 2.1 Million
o 36 Bits '36-Bits 19K Words LE1K Words |  36-Bit 5 Minutes
GCOS IIT S T R ‘ Words
UTIVAC s R 40-50% 2 Million
36 Bits, 36 Bits 330K Words 36-Bit 15 Minutes
EX=C-8 : Words Words -
CcDC : -1 15 or 30 16x-32K : 2.5 Million
60 Bits o NA 60-Bit NA
SCCPE 3.4 Bits Words Words

Ja-Iaforrmation not available
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Notea to Tnble D

Methodn of onhlmnting nporntiné nyotem nlze, . The entimntc givon for the

size of IBM's OS/MVT was based on a count of the instructions in a microfiche

I
deck of the complete system." This method was checked against,an estimatel

of nyntem nize basod on tho amount of disk npace 1tloccupion nt nydtcm
-generation time. The size estimates for the H;neywell UNIVAC, and CDC
opefating_systems are Sased on the“amount of diskvspace they occupy at
system generation time. Note the fbllowing : -

a. IBM's 360/370 OS/MVT is contained on 3,000 microfiche cards,
There are U5 frames per card. Assumé that each card is T0% full (i.e.
',.uses 30 frames per curd) and that each frame contains about hS instructions;
Multiplying the three numbers we get a total of 4.2 million instructions. ‘
': A method for cross-checking the total numbgr of instructions is that 0s/
MVT oécupies T5 percent of a 2314 pack containiﬁg e total of 21 million |
bytes. If the average instruction takes L bytes, and the systeh occupies
l, 15.75 million bytes, the total number of instructions is 3.96 million.

‘b, 'Hongwyell.GCOS iII with timeéharing,futilities. test routines,
and library occupies 545 links on diek. Each link ia 3840 words. With
one instruction per wbrd, GCOS III hes nbout 2 1 million instructions.

c¢. UNIVAC EXEC 8 with 1library and compilers occupies 400,000 words.
Each vord 18 36 bita(and each instruction is 36 bits long (i.e. one instruction

per word)._‘?hue EXEC,8 18 composed of about 400,000 instructions.

|



. Che seory 30 mwuph-nA 300 record blockn on n dinc pnck. knech
record bloc;( contnin 50 sectors and each sector contains 64 60-bit words.
‘Thus SCOPE is composed of approximately 1 million 60-bit words.  The
- CDC 6000 series machines have is- or 30-bit instfuctions.. Based on an-
estimated ratio of 15-bit to 3b-bit instructions, the £otal number of"
instructions is about‘z.S‘millioﬁ{

e. The core resident portion of the above operafing systems depends
§n facility p;rameters. On the average, éach,oper#ting ayatep'occupiep

about 32,000 words of core.



 TABLE 3. Comparison of Detailed System Characteristics

’ System ’ | IBM _HONEYWELL UNIVAC | vCQC‘
Charscteristic 0S/MVT GCOS IIT - EXEC-8 SCOPE 3.4
Multiprogramming_ ‘ { L yes. | .+ Yes l | - yes ‘ | -yee‘
Multiprocessing ‘ 1: ;> y;a o . C . yes = yes yes
Batch Processing Q" ‘yes ~  - yes | yes " yes.
- Time Sharing . — fgy I‘(O ~ yes - ;@Ila : no
 Remote Batch Processing - &eé yes . yes yes
. Real-time Processing ' | .yea ‘, yes | yes | ho

Notes to Table 3

1. All of the following componenfs are common to the above system:

a. System Startup: This is the process of initializing thevoperating

' aystem’for normdl processing. System initialiZation.is achieved by loading'
a sysﬁem—tailofing routine. This routine then processes_system configuration
information. |

‘b. Scheduler: This ﬁodule schedules job tasks into the system
execution queue. Job tasks are placéd in the queue after all resource:
requests ere satisfied. Tasks are usually scheduled by priority and cinsa.

C. Dinputchcrz This module allocates CPU time to tasks QUcued for
’executiop. Normally, the dispatching queue is arranged by priority.

\If the CPU is available, the dispatcher will remove the task from the queue
end assign it to fho'CPU until such t;mélua the tuék‘requirea superv{bor

ald or terminates. -



d. Peripheral Allocator: This module Bchedules and allocates all

" peripheral devices (drums, disks, tapes, etc.) requested by programs. -
This is done by keeping inventory tables of facilities available and
facilities mssigned. ' |

e. Storage Allocator: This module ) responsible for allocation

of internanl otorage (core memdry) te.user tacks. Again, tﬁia.iu
normally done by priority.

. f. Interrupt Handlers: These modules provide interface (eupervisor

‘calls) between the user and the system. They also include modules which |

‘execute recovery action in the case of progrem or hardware faults. '
g. I0S: The I/0 Bupervisor (ICSj is a set of modules vhich initiste

I/0 and respond to I/0 termination. When an I/O roquosot is innued;'

| the IOS checks the channel and device for availebility. If both are

free, the I/0 operation is initiated. If not, the request is placed

*. on a channel or device queue. In addition, the IOS provides for I/0

"interrupt handling, translation of file codes to physical units, and
file protection. |

h. System Input snd Output: This set of modules handles the input

and 6utput of user programs. When a Jjob is entered'ﬂnto the»systém a
group of modules essociated with the input deviée Vill set up program
files for the Job., Similerly, the.output.modulee supervise’the transfér
of output data from the output files.

i. File Manager: This set of modules controls the various data

files within the system. File management fuhctibns are invoked to
locate files, to permit or restrict user access to files, and to provide
|
back-up and restoration services in case of file demage. Master directories

or chtaloge are maintained with cataloging controls aveilable to the user,
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3. Utiliiics and System Progrems: These include library routines,

compilers, asgemblers, loaders, etc.
2. The following paragraphs summarize basic differences between operating

i ¢

systems in the cntegories of: I/O operations, supervisor progrems,

memory configuration, and storage protection.

a. I/O Operations For IBM, Honeywell, and UNIVAC I/0 commands

are issued through the central processing unit in supervisor mode.
Commands are executed by speclalized 1/0 processors. For CDC, 1/0
commands originste and are executed throngh one of the peripheral

processors.
K

b._,Supervisor Programs For IBM Honeywell, and UNIVAC the supervisor

ia run?on the central processing unit. For CDC, a good portion of
tHe *Epervisor is run on Peripheral Proaessor 0 which sits as master_

control over all other processors.

¢. Memory Configuration

»iBM: 2048 bytes per block _
Honeywell: = 262,144 words per module. organized into ‘blocks of
102k words, _
UNIVAC: 65,536 words per bank, with interleaving oi‘ even and odd vords.

cDC: L4096 words per bank with phasing of 32 banks.

d. Storape Protection

o IBM: Btorage key for every 2048 bytes
|
Honeywell: Hardware register with fleld length control

CDC: Hardware register with field length control
UNIVAC: Storage-limits register containing upper and lower bounds

of instructions end data.



Ll

Companrizon of tnpevvinor Cnlln, Monter Mode Fntryn, and Fxecutive flequentn
(Table W)

General Informntion

IBM, Honcywell and UNIVAC, The first portjon of Table 4 lists

118 IDM supervisor calls (SVC's) in numericel order and their equivalénts.'
in tﬁe'Honeywell and UNIVAC‘systems. Included with each BVC 1is itev
description.. Following this iist is & list'of IBM service and I/0
méctbé alohg with their equivalents in the other systems. The remninder':
of the table.consists of a 1listing of the Honeywell Master Mode'Ehtrys
(MME'B) and UNIVAC Executive Requests (ER's) that do noﬁ correspond to
any of'the IBM SVC's. . As with the other cells, descriptions are provided.
Included in this llsting.is 8 compilation of UNIVAC subroutines and
proéedures and Honeywell sérvice.requests. . |

CDC. CDC is not included in this table of‘comﬁarisonq because the
8COPE operating system has a considerably different design from the‘ofher
three,eystems. This difference stems from the fact that the CDC 6000
series machines are composed of eleVen'independent ccmputeré and, hence,
ﬁeed a much different type of_operating eystem~and‘aervice calls. CDC's

SCOPE operating system has only five distinct calls. These are:

TIM Return Tige . .
" END Normal End

ABT | Abnormel End

RCL" Recall

CIO0 I/0 Request

‘ThezﬁIO call contains all the file management'requests such-as OPEN,'CLOSE,J-

Y

~ :
_ RCAD and WRITE.
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7S,

end Executive Requests

Teble L.

¢

/s

Connarison of Suvervisor Cells, Master Mode Fat

Supervisor cr

<a
-

ervice Call De51gnatlon

: R&H: AND DZSCRIPTION IBM r HOi:'J:LL GZZl3 IIi' UNIVAC E4=C &
Cor N exécu e‘cﬁaﬂn‘é prog_ram ' SVC 0
IT - wait for an event | SVC 1 GERZLC (M) AWAITS
52 - signel éven_t cazpletion ‘sve 2 GEFIATI (M)
=% = SVC routine exit (return from) svc 3 EXITS
TMATY - allocate storage w/o register SVC & GEMORE *(M), ADDMEM (D) | MCORES
"“‘_I" - “:‘ee{s storage SVC 5§ GEMREL (M), F=IMEM (D) LCORE$
¥ - LOAD 2nd transfer control sve 6 CALLSS (ID')' ‘RLINK$, LINKS
<L - trensfer control to wotﬁer load : S e |
module . ' svC T GECALL (M)
‘D - loeds task', no cecntrol transfer SVC 8 LOADS
=TZ - felinquish control of loed module | SVC 9 RETURN (D) EXLNK$, UNLNK$
MAIN - register GETMAIN/FREEMAIN SVC 10 |
= - provides date and time | sVC 11 ' GETIME (M), TIME (D) | DATES, TDATES,
1CZ - synchronous exit, tra.ns‘fer.fro.m |
supervisor to user program SVC 12
7D -~ gbnorzelly .tez"—mnate‘ a Job SVC 13 ABORT (D) .ABORT$, EABTS, ERRS
= - specify progrenm interrupt exit, | ' | . |
SVC 1k IALLS

user's own fault processing

1



. Table 4 (Continued)

Supervisor or Service Call Designation

NAYE AND DESCRIPTION

'SVC 29

IBM HONEYWELL GCGCS III _UNIVAC EX=C G
- ERFEXCP - retry of channelprogram SVC 15
PURGE - removed specified I/0 requests SVC 16
RESTORE - complement of PURGE svC 17
" BLDL/FIXD - build list from informstion
frca a PDS directory/Esteblish
-~ beginning of a data set member SvC 18
CPEN - logicelly connect a date set SVC 19 BOPEN$, IHOPH
CLOSZ - logically disconnect a data set 'svc 20 RETFIL (D) BCLOF$, IHCLR, IECLF
- . .- B} C ) BREL RELESE, €CLOSZ,
BCLORS
S1Cw - update PDS directory SVC 21
OPENT - a JFCB is supplied by user to be
used during initialization (OPEN) SVC 22
TCLOSE .- CLOSE but rewinds tape w/o
updating the label SVC 23
DEVIYPE - locate device cheracteristics “SVC 24
"TRKBAI - track belencing SVC 25
CATALOG/INDEX/LOCATE - maintain the catalog :
and the VIOC SvC 26 PFI$, PFS$ -
OBTATH - gep DSCB into main storage . SVC 27
OPZUEZXT - open a catalog to extend it SvVC 28
SCRAZICH - delete a data set on direct’ T ' . .
- access device GERELS *(M) PFD$

£T



Table L (Contidued)

Supervisor or .Service Call Designetion.

NAME AND IZ3C22=T10k IBM HONEYWELL GCOS III — ULILVAC =220 o

EhAE - change data s=‘ zez=e SVC 30
FZ0V - force end—of—vol::e condition SVC 31 ‘BBEOF$
ATTOCATE = request sgpacs :i I/0 device SVC 32 GEMORE *(M)
I/0 EALT - stop processizg on a tele- v ' Co

processing device ' . SVC 33 DRLDSC (D)

,-FGCR - mester comzand precessing , :

- _ (scheduling routire) SVC 34
¥TO/%wTOR - write to opera ator/vrite to SVC 35 CONSOL (D)#* - coM$

orerator with reply ’
WIL ~ write to log SvVC 36
SZCLD/SZGWT - segﬁent lo2d ané‘segment

loed end wait (overleys) SVC 37
TIROUFT=ER - Testran facnity' svc 38
LARTL - write volurme l 21 -sets onto. tape .

in either EBCDIC or CII : sveC 39 LABEL$
EXRACT - extract infeor—ation from the

‘task control block (ZC3) SVC Lo ATTRI (D)
IDZITIFY - esteblish ezotzer entry. point .

to a task SVC L1
ATTA ”3 - creste a new tesx . SVC L2 ACT$, FORKS$
CiZ3 - creete interrupst reguest block SVC L3 GENEWS (M)
CELD - change dispatchi:g priority SVC L4
OVLY2RCH - transfer co:trol to another

overlay segment SVC Ls

"t



- Table 4.(Continued)

Supervisor or Service Call Designation

EAME AND DESCRIPTION IBM HONEYWELL GCOS IIT UHIVAC EXC 3
TIDER - test intervel timer 8VC L6 GELAPS (M) TWAITS
STIMER - set intervel timer SVC L7 GEWAKE (M), GWAKE (D)
DEZR - release e serielly reusable resource | SVC L8
TTOPZH SVC L9
null SVC 50
SXAP - snapskot du=p (dwmp and continue) SVC 51 - GESNAP (M) : SNAPS
EESTART/SIMB Peader-to help process check-
roint restarts aad read SiBs SVC 52 OPT$
IZIZ0 - release exclusive control after read
wéer exclusive control # SVC 53
DISABLE - lock out interrupts SVC 54 - GENABLE
EQV - e“d~o--vu1u_° end end of data set o
condition, check error conditions SVC 55 BMARK$, EMARK
£ - request control of a serially e
reusable rescurce SvC 56
ZZED3UF - free dynazically obtained
tuffer: (ob ained by READ) SVC 57
R=Q3UF/PEL3UT - access to dynamlc buffer ;
.mansgement : Svc s8
OLTz®? - cror*de on-line test system
: V/facill;j to systex control ecode SVC 59
STAZ/STAI - specify task abnormel exit
SVC 60

return coatrol to user after ABEND




Teble 4 (Continued)

Supervisor or Service Call Designation

NAME AND IZIZRIPTION . _ ‘IBM : HONEYWELL GCOS III WIIVAC Z4=C ¢
: Tsnv - Used wlth Testran | | . sfc 61

" DETACE - deletes sub* asx (removes TCB) .SVC 62 | G;BORT (M) - DACTS
CEPT - establish checizoint for job step’ | sVC 63' | EECHEK (ﬁ) - ECKPT, ERSTRT
RDJTCB - read Job file cc:trol block from.' » .,

disk _ SVC 6k
QWATT - telecc:mnnicat:a:s WAIT ‘ SV¢A65 
BTAM TZ » TzST - telecomnmunicetions on-line o

test » - | svc é6
QPCST - teleccmﬁunicat<czs POST SvVC 67

SYLAD nF/SY“nDRLS - anal:*n permanent
I/0 error/release SYGADAF buffer and

save areas - SVC 68
BSP - beckspace current volume one block sve 69
GSERYV - graphics service ‘ ' T SVC T0

ASGT BFR/RLSE BTR/BU’IKQ - buffer _
processing end menir:lation ' SVC T1

CHATR - status displey izterfece, MCS, o
DITCCS processor, 27:0 processor SVC T2

SPAR - Specify sttention. Used with GAM | svc 73
" DAR - Dexmage assessﬂent routine ‘ sve T4
Pequeue routine used withx GAM SVC 75

IFESTAT - Stetistics updete svec 76

9T



Table»k (Continued)

Supervisor or Service Call Designation

~—-

SVC 92

NAME AND LZSCRIPTION IBM HONEYWELL GCOS III UNIVAC EX=C ¢
cI 2 sSvC 17
ISPACZ - total spece still aveilasble on
"~ volurxe svC 78
STATS - change subta;f's dlspa ching
status SvC 79
GJP/ X - g*anhlc Job D*ocessor/graphics _
izterface task ~ Svc 80
§&722 - loed characte* set for UCS
p-inter - SVC 81
LIsZenan SvC 82
ST SVC 83
Restart Address Routire -SVC 8L
22 = Dynemic Device ’econflguratlon ' -« :
P*ocessor svC 85 GEFILS (M) TSWAP$
FILAS - assign an alternate track and
cory data from the defective track sSvC 86
ICH - Zelete operator —essage from CRT svc 87
MCD €3~ emulator progren sve 88
ISRV - emulator service Svec 89
VO - Job menagercert SVC 90
SCLSTAT SVC g1

L1



| ‘Tadle L (Continued)

Supervisor or Service Call Designation

NAME AND DESCRIPTION IBM HONEYWZLL GCOS III UNIVAC Ex=C 3

- %

TGT/TPUT-obtein input from/trams=is

output to the termiral . , S7C 93 GEROUT (M) CMI$/Cl03
TERMCTL - terminal control SvC 9k : cMS$, CHSAS
ISIP - time-sharing processing rcutire SYC 95

STAX - specific time-sharing atte-=tion

exit : - - SvC 96
T=ST (TSO) - breaﬁ;point handler 4 SVC 97
TSO PROTECT s ,- .. | swcos
TéO Dynamic Allocatioﬁ v ; SVC 99

vsed by SUBMIT, OUTPUT, OPERAZOR, ATD

CARCEL/STATUS Processors ) SVC 100
. §CIP - provide interface betweez TO suwa;
s7sten and the MCP - . 77] svc 101
'TC&M - telecommunications access :ethod. | SVC 102 . . CMD$, CMES.
ZLATE - translation between ASCII end
EBCDIC - .- | SvC 103
TCA4 - telecormunications, eccess =ethod SVC 10L cMT$
IMGLIB - DEB end DCB manipulatica for SYS1.
IMGLIB (Imege library) - S7C 105
Type 3 and type L SVC routing routine SvC 109
Type 1 SVC routing routine ;, }" SVC 116
“¥pe 2 SVC routing routine . o STC 117

1)



Table L (Continued)

Supervisor or Service Cal} Desigratica

NAME AllD DESCRIPTION : IBM HONEYWELL GCOS III | UNIVAC EXEC 3

CE=ECK - veit for end test ccmpletion of

e READ or WRITE operation CHECK (macro) | WATYS, WAITS
EOTE - Provide relativé position "ROTE (macro) ’ Fal3.
POLST - position to a block | POINT (mecro) PFUWLS, EFIND
GET3UF - obtain a buffer ' . | GETBUF (macro) | CADDS,. CGETS
CETPOOL - build a buffer pool GETPOOL (macro) CPCOL$
-FEZZPO0L - release & buffer pool 'FREEPOOL (métrof 1. cE=L$
INCLUDE = include a load module into B T .

Job step INCLUDE (macro) HAM=$, RLISTS, IN
BDiM FZAD '. ) | ®EsD (mecro) o  BRR=D$, IHRDRY, I0$

. ESAM and BPAM READ READ (mecro) GERSTR (M) , ‘BRZAD$, I0$

G5 and QISAM GET | ;GET (macro) | '  IESD, IOWS$, READS
BDAY w3;TE . ' | . WRITE (macrb) : o g373T$, IHWTRN, I0$
2544 and BPAM WRITE | WRITE (mecro) |cmsave (M) BWRITS, 10§
QSAM end QISAM PUT PUT (macro) | IEWRT, IOWS, PRINTS

PUTX - ;rite record from an existing ; :
date set . . .| PUTX (macro) IEDRY

Exit from ah ESI activity, return
specified buffers, activate previously .
cezed ectivity , _ : 'ADXv $

61

ASCIT punch D APCHCA$ TAPCHCKS, APNCHAS
. , . : CHS ”




Table 4 (Continued)

Supervisor or Service Call Designatioa

NAME AND DZSCRIPTION

IBM

HONEYWELL GCGS III ULIVAC Z.&C

| ASCII print -

ASCII read

Cortingency mode term 1"ation-notify
the executive that interrupt
keandling is completed

Expand buffer pool

Allcws user to defire his own set of control
statements eand register them with the exec.

Fetrieve condition word

" Cozirol statements subtmitted Lop inter-

rretation and processing durlng
execution

Petrieve file assigrment information

Perzit unsolicited console in?ut

H

aitiete arbitrary device I/0

Initiate arbitrery device I/O
sizulating an exit functlon and control
revurn to progrex

Igiulaue I/0 with 1nuerrupt aectivity
T I0I$ and wait

APRTCIS

AREADS, ARFADAS

CEND$
- CJOINS
* CLIST$

COHED$

63F$

' GEFCON (M) FACIL$, FACITS,

o II$

‘GEINOS (M), DIO (D) TOARBS

IOAXTS
T0I$

IOWTS

APRI"T¢ ..A-.—.S N

“I

f'?-‘\l“

-9

0



le h (Cont*nued)

Supervisor or Service Call Designatlon

Ih&” AND D-SCF'“”IOY

=N

-

HONEYWELL GCOS-III )

" Exit and IOI$

Retfiefe master configuretion table

MYaster file dlrectory manlculatlon
erminate rezl time status h

Progrem Control Table retrieval

Processor stete word control

PULCE
PRINT ALTERNATE & CONTROL
TZAD elierpate

Line termirpel transfer - altering
ec—unications peaths

Esteblish reel time status complement .

of KRT$
Set condition word
‘Petrieve time of dey

Initislize tape file to beginning of
first reel

Pgint then read (Field deta)

LPSW (instr)

GEREIS (M), GESETS (M)
RSTSWH (D), SETSWH (D)

CGROUT (D)

Fw (D)

-KOUTN (Df

ULIIVAC ZX=C 3

10xT$
MCT$
MSCON$
NRT$

PCT$

PSR$

PHCHAS$, PUNCHS
PRNTA$, PRTCAS, PRTCN3

READAS

ROUTES

RT$
SETCS

TIMES

TINTi$

@



~ Tedble 4 (Continued)

Supervisor or Service Call Designation

NAME AID DESCRiPTION | =M HONEYWELL GCOS III ‘ UNIVAC Zi=C
fAllo; interrupt act1v1ty to reduce its
priority _ _ 'UNLCKS

Erd courtésy cali; : GEENDC (M)

fhysicai file address request GEFADD (M)

File System Entry Request _ GEFSYE (M), FILACT (D)

File end Record Control Entry L GEFRCE (M)

Jourzalizetion end subfile page range | CEIDSE (M)

Informetion entry outside of BAR limits | GEINFO (M)

Loed Rase Régistei - 'GELBAR (M)

Loop rrotection GELOQP (Mj

I/0 Priority + -GEPRIO (M)

ﬁealloéate Periphérals 4CERELS (M)

Causes program to be taken out until all
- outstending requests (I/O, courtesy calls)

ere ccapleted . _ GEROAD (M)
Reirstate or Roll b;ck Progrem AGEﬁOLL (M)
Surrly Sequence number : : GESNUM (M), sNUMB (D)
Speciel Inﬁerruét Request GESPEC (M)
Write on Syéout. ' : .GESYOT (M)

User = Supplied MME ' : GEUSER (M)

e



g Table L (Continued

Supervisor or Service Call Designation

NAYE AND DESCRIFTion

ABi4

HONEYWELL GCOS IIIX

UNIVAC EXZC 3

" DMter Master Mode
Avort batch Job frem TSS

Access & smell block of core the system
meintains for each user

Allow time-shering subsystem to eccess
ITS file

Allow time-shering task to obtein status
- of Tatch Job

atrieve last line of input

Force Feytoerd output frecm a partially-
S 2117 z3 buffer

Teyboerd oﬁtput frcz a buffer

Cbject program time and size check
Pocs Tist of files to subsysten

Pess file nermes and déscriptions
vPass file to Remote Batch Processor
Pass froggag description tp subsysten
Siﬁulated K;yboard Input
Overley-loed a subsystex

Save progrem on permanect Iile

Initiete line-numberirg =ode store line

Y

ti
t=ter and increment vajue

9}

SEMM (M)

ABTJOB (D)
" CORFIL (D)
1S, (D)

.JsTs (D)

v (D).

KOTNOW (D)
KOUT (D)
OBJTZM (D)
PASAFT (D)
“ pASDES (D)
* PASFLR (D)
PREDES (D)
PSEUDO (D)
- RESOTR (D)

DRLSAV (D)

SETLNO (D)

-
«



" Tgble 4 (Continued)

Supervisor or Service Call Designation

NAME ANDDESCRIPTION

IBM

" HONEYWELL GCOS III

UIIVAC 2X=C 3

- Pass file to batch processor

Stop peper Tepe input o

Cause subsystem to be killed

Stert paper tepe iﬁpuﬁ

Spewn Batch activity from TSS

Request Terminal type aﬁdvline Kumber

Define and access a temporafy file

Spece a linked file

Trlzrze & file already openea

A2d links to =& temporg:y‘file

Pertisl Releese of a ﬁenporar# file

Svitch.Temporary File Nenmes

Do I/0;on syétem filé |

Pass’user ID-aﬁd priority to Executive

ng on New¢User_without disconﬁect
top Execution of Master subsystem

Write Statistical Collection File

SPAWN (D)
STOPPT (D)
SYSRET (D)
TAPEIN (D)
TASK (D)
TERMTP (D)
DEFIL (D)
FILSP (D).
GRO& (D)
MORLNK (D)
PART (D)
swuéa (D)
PDIO (D) **
USERID (D) **#
NEWUSR (D) **
_S'fPSYS (D) =

T.STAT (D) **

LEGEND

*This MYE performs more than one function

®##These are privileged instructions
(¥)=Master Mode Entrys (Batch)
(D)-Dereils (Time Sharing)

v/ =Yithout
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ABBREVIATIONS IN TABLE L

DIDOCS - Device independent display operator console supportb
DSCB -~ dutd set control block

ER - Executive Reﬁuest (UNIVAC)

'ESI = externally set index (not set inside machine).'

GAM - (Eaphics Access Method |

JFCB - Job file control block

- MCS - Multiple Console Support

'MCP - Master Control Program

MME - Master Mode Entry (Honeywell)

fDS - partitioned data set

8MB - contains JCL (Job control language) information
- BMF = System Management Facility

TCB =~ task control block
VIOC ~ volume table of contents
2740 Processor - performs OPEN and CLOSE'functions (2740 Communications

Terminal) .



T. Theclraipl - RECPART:

1 This‘rcnhuro is not supported on IBM 0/S or Univac EXEC-8 when
ruoninge in the secoure mode.  The weok potntiin cheekpoint is that systom
;nhlvﬁ it be wrelitten out on oomuns pLornge device.  Upon reetnrt
Lhe syabLem mast nccept as fact the Informat fon and toblen recovoered
Trom mann shovnge, thus any piece of Information that wllr‘cﬁunc tﬁﬂ
opcrdﬁing'sjstem to do things it should noﬁ, can be modified to give

the checkpoint program special privileges.

This 1is a‘pfoblem {n CCOS III, SCOPE 3.4, IBM 0/S, EXEC-8



II. Files and Catalogs'

The protecting of files and catalogs from illegal useré are a problem
‘1ﬁ all systems. In the CDC 7600 SCOPE Operating System, it is possible to
opeh the master directory of all users by knowing the name of the master
directory. In IBM 0S, it is possible‘to open a VIOC as & file thus enabling
a user to modify filebentries in VTOC. Tﬁe modificaéion tekes the form of
altering passwords and file links.

In CDC 6000 SCO?E, the syste@ lets the user decide if he wants control
back, ifvthe password was in error. This creates the possibility of |
modifying and issuiﬂg passwords with no time or count limits.

Master catalogs must be protected in a special manner. Catalogs must

have greater protection than files.,



ITI. User/System Interface

A. TImproper Parameter Checking

Because of the complexity of operating systems, the interface between
user and system:causes a multitude of combinatlons of parameter lists which
rare difficult to check.

For example, in IBM OS it is possible to make the system load a
system overlay into an area not assigned to it. Because of hardware features
and core allocation, it 1is possible to fool the operating system by creating
phony tebles and positioning them in the correct place.

B. Improper Exit |

The operating system relies on a parameter accessible by the user to
determine actions,bbranches, or exits.

For example,vin CDC SCOPE 3.2 it iSVPOSSible to hang up the system by
setting the done flag in the Status Field of the Fet Table.

:In Gcos III, it is possiblefto hendle your own interrupts, and fork
two addition processes.

In IBM OS, 1ssu1ng a STOW request which does not have a valid-
-entry will return a pointer of the next entry, which the user should not know
aﬁout."The‘STAE and SPIE request .alsq,cause problems with user haﬁdlingv
interrupts. If the user exits wﬁile waiting for en interrupt request

undetermine results can occur.
i



IV. I/0 Problems

Because the way to get the best thorough put is to have asynchrous
I/0, the I/0 subsystem becomes vulnerable to I/O aborts and table filling.

Any system which has features to let users handle his own interrﬁpts |
must not have asynchrous events with regéfds to this user. - |

In SCOPE 3.2 CDC 6006, it is possible to disturb the I/0 because of
timing delays créated by differgnt peripheral processes routine executing to
satisfy one réquest. |

In 08_360, the pgoblem is the fact thatvall requests tq the same de#ice
A'are queued through an I/0 handler. If the program or request is destrdyed
or tefminated while‘in this queue, undertermine results will occur.

In GCOS III, it is bossible to scavenge the temporary buffer space

which the system uses as a work-area.



V. Improper Overlay Handling

Both system and user overlays are accomplished by table lbokQups. It
becomes essential that the tables be secured from the user. The order -
of search of the libraries are important.

Routines that use pointer valuesP as either a jumﬁ location of'entry :
.into a routine, should check the pointer value for lower and upper bound

cbnditions.



VI.  Assigning Authority to System Routines
AcCeés methods or loaders or any other routines should not run
with supervisor mode, if there is no need. This restriction does no@ apply
to a CDC 6600 with its peripheral processors because the PPUs are
- independent. 1In this case, care should Se exercised by controlling the

programs allowed to run in the peripheral procesaor.'



VII. Priority of System Jobs
~If the priority of certain system Jobs 1n the system are incorrect,
an asynchrous attack on that particular area of scheduling may produce

-data being read that should not have been read eithef out of memory or mass

storage.



VIII. Loads and Preloads
| 'If the loaders handles the libraries in a perscribed manner, it 1is
possible tQ insert a look alike modﬁle name to be found in a private
library instead of being found in its correct library.
An example of this, is the o#erlay loader which searches theb
userlid for a system overlay supervisor before léokiné for it in the

system 1lib.



IX. Default Conditions and Names
Default conditions and names should not be dsed to short cut

‘a. check. All_conditions should be validified and checked.



"X. Queueing of Tables

Systenvtables and queueS-shduld be checked to determine the end

conditions to queues.



XI. Collusion
’The using of two or more programs or users to bring about any of the

above conditions.



XII. Trojan Horse



